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Abstract 

The Social Internet of Vehicles is a new generation of the Social Internet of Things, and 
trust in it is derived from the social relationship between entities and social vehicles. It is 
measured by criteria such as intimacy, honesty, privacy, and communication. The structure 
of trust depends on what is considered in trust calculations and on various factors such as 
popularity, environment, goals, expectations, social connections, and evaluation in a 
reasonable timeframe. The challenges of managing trust in the Social Internet of Vehicles 
include factors like strategies related to public reputation, local knowledge, social 
connections, trustworthiness, and privacy. This article aims to provide a trustworthy 
framework in the Social Internet of Vehicles through concepts such as fuzzy logic and 
game theory (Shapley value calculation). Due to the collaborative nature of entities 
(players), a cooperative gaming approach has been used to implement the strategies of 
the proposed model. 

Keywords: Cooperative Games, Fuzzy Logic, Game Theory, Shapley Value, Trust  

Introduction 

Social Internet of Vehicles (SIoV) is a new and emerging generation in today's mobile computing field. The SIoV 

can be considered a derivative of several networks without infrastructure, networks such as the Social Internet of 

Things, networks without infrastructure of vehicles, and Internet of Vehicles [1]. The term “social” refers to the 

interaction of heterogeneous and unbalanced devices with different operating systems and different operating 

capacities; the purpose of creating heterogeneous networks is to share information with each other and ultimately 

obtain beneficial results for the environment and humankind, as well as provide sustainable transportation services 

and intelligent programs to its users [2]. In the SIoV, complex and dynamic data from vehicles, humans, and the 

environment are captured, sent, and processed in real-time to enable a wide range of services, such as improving 

driving conditions and road safety, traffic management, pollution control, and vehicle maintenance [3]. Therefore, 

the correctness and accuracy of this data is vital for the performance and quality of the services provided. Security 

issues are a big challenge in this network because these systems are vulnerable to different threats. Because of the 

highly dynamic nature and instantaneous interactions between vehicles and other entities, traditional security 

solutions for protecting data integrity based around centralized security infrastructures cannot be beneficial. 

Therefore, the security mechanisms used in these systems must be distributed, which do not rely on central 

institutions and is resistant to internal attacks and their destructive effects [4-5]. The concept of trust has been 

proposed as a measure to secure connected entities [6]. Trust between entities means having confidence in the 

exchange of information through the types of communication available in this type of network [7]. Golbeck 

introduced the concept of social trust on a sociological basis and introduced trust as "a commitment to act based 
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on the belief that the person's future actions will lead to a good outcome" [8]. Golbeck sees social networks as an 

operating system for establishing mutual trust between individuals [9]. The issue of trust in the SIoV has been 

well studied in social networks [10]. The following will examine the importance and necessity of trust 

management in the SIoV. Relativity of trust and evaluation of the performance of predicted trust management 

models against different attacks and specific challenges are of significant importance [11]. In-vehicle networks 

also require precise processing of complex data to assess node reliability as well as early detection of hostile nodes 

[12]. As has been mentioned, the relativity of calculations and the examination of trust is a complex matter that 

will require cost-effective approaches and methods for accurate calculations. A widely used approach in the field 

of trust calculations is the use of fuzzy logic [13]. Another approach used in trust calculations is the use of game 

theory methods. In this regard, [14] proposes a trust measurement model based on game theory for social 

networks. The trust degree criteria are calculated from service reliability, feedback effectiveness, and 

recommendation validity to obtain a more accurate result. Game theory provides appropriate models and tools for 

managing multiple interacting entities that try to make decisions and search for a strategic solution that maximizes 

the utility of each entity by considering trust [15]. In another piece of research, he presented a trust model based 

on game theory for transport networks without infrastructure. In [16], he presented a model based on attacker and 

defender security games to identify and deal with attackers and malicious nodes. [17] presents a trusted routing 

approach based on fuzzy game theory to reduce network attacks in pervasive health monitoring systems. In [18], 

an energy-efficient trust evaluation scheme is presented, which uses a hierarchical system to reduce the destructive 

effects of illegitimate sensor nodes and limit the propagation of trust requests throughout the network to reduce 

energy consumption equipped with reduction of the sensor cluster in the Internet of Things. A model that 

accumulates indirect trust information among nodes using a trust management system based on game theory that 

includes a punishment technique to encourage cooperative behaviours has been presented [19]. Huang et al. 

outline a potential research agenda for advancing the use of game theory and trust to enhance security and utility 

[20]. The main goal of this research is to provide an overview of existing research on trust and game theory in 

networks. [21] presents an approach to expanding vehicles' social circles in unreliable networks. To prevent the 

leakage of sensitive information due to matching user characteristics and the interaction between vehicles, the 

matching of entities in the SIoV is designed based on privacy protection. The structure of this article is as follows: 

first, a general definition of this relatively new phenomenon is provided. In the following, the challenges of this 

type of network are compared to the social Internet of Things. Then, the types of general attacks and threats are 

examined. Following the current trust approaches and models, the methods of calculating trust in interpretation 

are discussed. Then the role of fuzzy logic and game theory as an approach to calculate trust is presented, 

modelled, and then finally, the results of the proposed approach are provided. 

Related Works 

This section examines trust calculation, general models of trust calculation in social media, trust calculation by 

fuzzy logic, and game theory in previous research. 

FEATURES, CHALLENGES, GENERAL ATTACKS OF TRUST MANAGEMENT 

The LDC scheme is an improved version of the ZFTL scheme proposed by Ji et al. [17]. This scheme eliminates 

the idea of using the Incompressible Data Predictor hardware module in the ZFTL scheme and uses a software 

module to predict data compression capability [17-18]. The second improvement in this scheme is about garbage 

collection which proposes a new garbage collection algorithm called compression aware garbage collection. The 

main idea behind this algorithm is that most data that are detected as incompressible, they have little compression 

capability. When garbage collection operations in a physical block, if this type of data is valid, then this valid data 

are compressed in a small amount and written to the boundary between two consecutive pages using the internal 

fragment space of the physical pages. By compressing this type of data, fewer physical pages are written during 

garbage collection and thus more free pages remain in a physical block. 

Another recently proposed scheme is called EDC [19]. In this scheme, three different types of compression 

algorithms have been used according to the input data rate in flash memory. If the input data rate is too high, it 
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uses a compression algorithm that has a high compression speed but its compression power is weak. But if the 

input data rate is low, it uses a compression algorithm that has low speed but high compression power. 

Trust in the SIoV has five features: uncertainty, individuality, non-transferability, context-based, and non-

cooperativeness, which make it different from traditional social trust [22]. 

Seven significant management challenges are related to trust in the SIoV. These challenges include the 

architecture used and how it is implemented, scalability, public reputation, local knowledge, awareness of the 

context, social communication, trustworthiness, and privacy. These are displayed in the Fig.1 [23]. 

 

Fig. 1. Seven major management challenges regarding trust in the SIoV. 

The Fig.2 introduces general and trust-related attacks. This list includes common security attacks (that lead to 

jamming), spoofing attacks, feedback attacks, man-in-the-middle attacks, identity spoofing, domain attacks, and 

DDoS attacks. 

 

Fig. 2. General trust-related attacks. 
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The first approach: Assigning default credit to each of the new vehicles or leaving them free to share information 

so that they themselves gain the value of trust. The former scheme is susceptible to masking attacks (meaning that 

a malicious vehicle with minimal credibility based on its performance disappears from the network and intends to 

re-enter the network with a new identity, hence its default trust value higher than its original trust, which is 

obtained from the previous identity). 

The second approach: This is for vehicles to share their personal information to gain the trust of other vehicles 

on the road. 

Trust Components  

Applying human trust principles to the digital realm is known as computing trust. Marsh et al. claim that projected 

benefits led to increased cooperation and the use of others' skills through delegation in an open and less protected 

setting. Research in the area of computing techniques for trust and reliability in online environments has been 

studied to improve the dependability and effectiveness of online environments [24]. Methods for calculating trust 

are classified and given in this section. The aim is to identify the research gap in trust computation and then 

provide a generalization of the presented tree in the social Internet of Transportation [25]. The Fig.3 shows the 

classification tree based on five design components: trust structure, trust propagation, trust aggregation, trust 

updating, and trust formation. 

 

Fig. 3. Classification of different types of trust calculation models [25]. 

Trust Structure 

Trust structure refers to what is considered in trust calculations. Elements of trust include Quality of Service 

(QoS), trust, and social trust [25]. Quality of Service (QoS) is based on trusting the capability of the IoT device 

to provide quality services in response to a service request [25]. Trust service quality generally refers to 

performance and is measured by competence, cooperation, reliability, ability to complete tasks, etc. Nitti and 

colleagues have used transaction performance to measure the quality of trust service [26]. In [27], metrics such as 

end-to-end packet transfer rate, energy consumption, and delivery rate are used to measure the quality of service 

and reliability. Social relationship between IoT device owners provide the basis for social trust, which is assessed 

using factors including intimacy, honesty, privacy, centrality, and communication. Chen et al. have used 

friendship, social connections, and community of interest to evaluate a voter [28]. Chen et al. have measured 

social trust by the criteria of connection, intimacy, honesty, and unselfishness [29]. Social trust is pervasive in 

social IoT networks. IoT devices should be assessed based on social trust (i.e., organizational commitment and 

goodwill in performing a service) and service quality (a device's capacity to execute the service). Furthermore, 

when using a recommendation, an IoT device should trust connected social devices (from their owners) rather 

than unrelated devices. 
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Trust Propagation  

The term "trust propagation" describes how peers spread proof of trust. The two primary methods for propagating 

trust are distributed and centralized [25]. Distributed trust propagation refers to IoT devices that spontaneously 

and without a centralized entity propagate trust observations to other IoT devices they encounter or communicate 

with [28]. This type of trust promotion is beneficial in cases in which it is difficult to configure or access a 

centralized entity in IoT environments with infrastructure-less networks (such as wireless networks without 

mobile infrastructure or a wireless sensor network). Chen et al. have proposed an approach to distribute trust 

between social IoT systems so that each node of the network maintains a data table of information collected 

according to the activities of its neighboring nodes [27]. Guo et al. argue that distributing centralized trust requires 

a centralized system, such as a physical cloud or a virtualized trust system operated by IoT nodes [25]. 

Nitti et al. have presented a structure based on the distributed hash table to preserve trust information related to 

each node [26]. Saeed and associates have also presented a centralized system for trust management to keep track 

of the IoT entities that may be trusted and choose those that can respond to service requests [30]. 

 

Trust Aggregation 

Aggregation of trust information refers to the collection of trust evidence gathered through individual observations 

of each node or provided from peer feedback. Trust aggregation methods have been mainly studied by Zhusang 

et al., including weighted sum components, belief theory, Bayesian inference (with belief reduction), fuzzy logic, 

and regression analysis [31]. 

 

Trust Update 

Trust updating generally deals with the category of trust updating and includes two approaches: event-based and 

time-based [25]. Event-based trust updating: In the event-based approach, all trust data in a node is updated after 

a transaction or event [25]. After providing a service, it is obtained from feedback about the service quality that 

is sent to the cloud trust manager or recorded in the node's memory for collecting trust. A recommendation can 

also be sent upon request in feedback-based environments. This way, nodes can communicate and seek advice 

from other nodes [32]. Time-based trust updating: In the time-based approach, evidence (individual observations 

or recommendations) is collected periodically, and trust is updated by one of the cumulative trust methods [33]. 

If no evidence is collected, the old trust information expires, because recent information is more reliable than past 

information. According to the application's specific needs over time, the expiration function is used by the 

parameters of the degree of trust weakening [33]. 

 

Trust Formation 

Establishing trust refers to the overall formation of trust among several features. In general, trust formation has 

two aspects: integrated trust and multiple trust [25]. Establishing integrated trust refers to the fact that only one 

trust index is considered in the trust protocol [28]. The creation of multiple trust shows shared belief and 

multidimensional trust. Therefore, multiple features of trust should be considered in creating trust [30]. 

General Models of Trust  

Mohammadi et al. in [35], the degree of trust according to three criteria and from three aspects, service reliability, 

effective feedback, and recommendation validity, was used to calculate trust. In addition, to solve the problem of 

liberalization, a punitive mechanism based on game theory is used for specific trust and global trust and the 

problem of free riders (so-called people who try to use other people's network resources without using their own 

resources in the exchange). The main goal is to provide an electronic trust measurement model that can strengthen 

social network services (such as feedback control, suggestions, and strategy selection). To solve these problems 
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and in order to be more accurate in the degree of trust of a node, three new evaluation factors - reliability, feedback, 

and validity - have been used. To solve the free-riding problem, Wang et al. have implemented penalties for the 

specific and overall trust that operates differently from conventional statistical techniques. The proposed 

punishment mechanism consists of evolutionary game theory, which has greater flexibility and effectiveness [36]. 

Smaldon et al. used the term social transportation network for the first time in their article about peak traffic in 

such a way that they used the vehicle network in human society and applications such as entertainment, 

convenience, and emergency messages [37]. Hu et al. also introduced a social driving system that increases driver 

awareness about fuel economy [38]. Guinard et al. discussed how websites could share performance interfaces 

using human social network infrastructures such as Facebook, LinkedIn, and Twitter [39]. Holmquist and 

colleagues have investigated how to establish quality wireless communication between intelligent objects [40]. 

Recently, there has been a growing interest in creating a social Internet of Things [41-42]. The Social Internet of 

Things focuses on creating and exploiting social relationship (e.g., parent object relationship, neighborhood object 

relationship, etc.) among objects instead of their owners. In research on the social Internet of Things, it has been 

found that the structure of human social networks is unsuitable for different objects due to their unique nature. It 

shows the types of social network structures: a) a car-based static home social network, b) fully dynamic social 

network, and c) dynamic car social network visit [25]. Table 1 also compares the approaches and methods of trust 

calculation in wireless networks without infrastructure according to the architecture, the criteria, the approach, the 

field of activity, and the proposed method. 

Table 1 

Comparison of approaches and methods for calculating trust in wireless networks without infrastructure. 

Architecture Criteria Approach Area Proposed Model 

Decentralize

d 

QOS 

Social Parameters 

Fuzzy 

Classification 

FANET 

 

A fuzzy model for computation of trust 

in FANET[43] 

Centralized 
Energy,  

Honesty 

Cloud Theory 

Fuzzy Logic 

Underwat

er 

WSN 

An Underwater Wireless Sensor 

Networks Trust Cloud Model[44] 

Decentralize

d 

Popularity, 

Integrality, 

Indelibility 

Rater-Based SIOV 
A rating system for Trust Management 

in SIoV[45] 

Decentralize

d 

Honesty 

Cooperativeness 

Hybrid Trust 

Model (HTM) 
VANET 

Trust model for secure group leader-

based communications in VANET [16] 

Decentralize

d 

Trustworthiness 

Legitimacy 

Cooperativeness 

Bayesian 

Inference Model 

& 

Hedonic 

Cooperative 

Game Model 

IoV 

Trust-Based Cooperative Game Model 

for Secure Collaboration in the Internet 

of Vehicles[46] 

Decentralize

d 

Trustworthiness 

popularity 

Reputations 

Based Trust 

Computational 

Model 

SIOV 
RpR: A Trust Computation Model for 

Social Internet of Things[34] 
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1. The Framework of The Proposed Method 

In the following, the framework components of the proposed method are discussed in order. 

Net Present Value in Trust 

Current net worth is one criteria for measuring the economic value of projects, which includes concepts such as 

the value and social value of projects. In this research, a map of this current net worth has been made in social 

networks, especially the SIoV. The expression of this concept is as follows and is obtained from Eq. 1 [47]: 

𝑁𝑃𝑉 = 𝐶0 + ∑
𝑡=1

∞

𝛽𝑡 ⋅ 𝐶𝑡     Eq (1) 

 

In economic projects, C0 represents the project's cash flow in the zero period, and its value is usually negative and 

indicates an initial investment. In this research, C0 indicates the amount of initial trust attributed to the social 

entity. Also, Ct is the cash flow resulting from project investment in period t, and 𝛽𝑡is the discount factor for 

period t obtained from the following relationship. Therefore, Ct is the level of trust gained in period t; similarly, 

Eq. 2 represents𝛽𝑡and the factor of reducing the level of trust in the period [47]. 

𝛽𝑡 =
1

(1+𝑟)𝑡 Eq (2) 

Fuzzy Net Present Value in Trust 

A multivalued logic uses approximate reasoning instead of fixed and exact reasoning. Unlike traditional binary 

arrays, fuzzy logic variables may have real values ranging from 0 to 1. The issue of partial truth, where the truth 

value can range from absolutely true to false, has been handled by fuzzy logic. Specific membership functions 

may also handle these degrees when linguistic variables are present. Fuzzy net present value Although definite 

predictions are usually used in calculating net present value in the number of investment calculations and the 

resulting cash flow, these predictions are always faced with ambiguity and uncertainty. This is the same as trust 

calculations that have a human nature (even calculations of network and social entities). Therefore, fuzzy theory 

is used to calculate the net present value to consider this uncertainty. Credibility and trust are fuzzy measures, 

with membership functions showing the degree of trust. For example, confidence values in the range (1.25 and -

1.25) indicate very low confidence (0, 2.5) low confidence (1.25, 3.75) moderate confidence, (2.5, 5) high 

confidence, (3.75, 6.25) high confidence. Hence, a node with a credit value of 0.25 has a very low trust (a 

membership function) of 75% and a low trust (of other membership functions) of 25%. Fuzzy logic provides rules 

for fuzzy reasoning by fuzzy criteria. Chen et al. in [48] used the fuzzy membership function according to the 

number of positive and negative experiences and the criterion of uncertainty to calculate trust. Eq. 3 expresses the 

fuzzy net present value, and Eq. 4 expresses the discount factor for period t [48]. 

𝑁𝑃̃𝑉 = 𝐶̃0 + ∑
𝑡=1

∞

𝛽𝑡 ⋅ 𝐶̃𝑡  Eq (3) 

𝛽𝑡 =
1

(1+𝑟)𝑡                 Eq (4) 

Game Theory and Trust 

Game theory is a branch of applied mathematics used in many fields of science, especially computer engineering. 

Game theory tries to get a behavior through mathematics in a strategic situation, or game, in which the choice's 

success depends on others' choices [49]. Using scenario design and analysis, game theory tries to predict the 

behavior and decision results of beings with the right to choose when interacting with each other. Each game 

consists of a set of players, a set of moves or strategies, and a specific outcome for each combination of strategies. 

The theory of games tries to model the behavior governing a strategic situation (conflict of interests) [50]. This 

situation arises when a person's success depends on the strategies others choose. The ultimate goal of this 

knowledge is to find the optimal strategy for players [51]. 



International Journal of Multiphysics 

Volume 18, No. 4, 2024 

ISSN: 1750-9548 

 

 
868 

 

Every game has three main components: 

1. Players; People who are in charge of making decisions in the game [52]. 

2. Strategies; Tell the characteristics of each decision in each specific situation [52]. 

3. Rewards; Win or lose in cases where each actor follows a particular strategy [52]. 

Methods of displaying games: 

Matrix: modeling the game regardless of time, and players choose their strategy simultaneously. This type of 

display is often used to display static games. In game theory, this type of display is also called normal display 

[53]. 

Tree graph: In game modeling, time is considered a changeable component in the time interval, and the decision 

of each actor is considered in each time interval. This type of display is often used to display dynamic games. In 

game theory, this type of show is also called an extended show [53]. 

Cooperative games and non-cooperative games: 

Cooperative games are such that players are committed to adopting a specific strategy through negotiation and 

agreement between players [55]. Non-cooperative games refer to games in which players decide to maximize their 

profits by their strategy [55]. 

Cooperative games and non-cooperative games: 

Cooperative games are such that players are committed to adopting a specific strategy through negotiation and 

agreement between players [54]. Non-cooperative games refer to games in which players decide to maximize their 

profits by their strategy [54]. 

Shapley Value 

For an N-player game with cooperation, Shapley has calculated the average income of each player from alliances. 

In the sense that this concept determines the received value (𝑆 ∗ 𝑖) of the i-th player. If the i-th player joins 

coalition C,his final productivity, to this coalition is defined from Eq. 5 and as the following [55]: 

{𝑣(𝐶) − 𝑣(𝐶 − (𝑖))}   Eq (5) 

Assuming that the coalitions are generally formed from one person to two and to 𝑁 people, and any order of 

joining the coalitions is possible, 𝑆𝑖
∗ belonging to the i-th player will represent his final average productivity in 

the game, which is calculated by Eq. 6 [56]. 

𝑆𝑖
∗ = ∑

(𝑘−1)!(𝑁−𝑘)!

𝑁!{𝑖∈𝐶
𝐶⊂𝑁 {𝑉(𝐶) − 𝑉(𝐶 − (𝑖))}   Eq (6) 

Such that𝑁is the total number of players, 𝐾 is the number of players in the coalition, and ((𝐾 − 1)! (𝑁 −

𝐾)!)/𝑁!is the probability of each coalition. 

From the sum of calculations, it is obtained for each possible coalition of the i-th participant. The Shapley value 

of (𝑆𝑖
∗) can determine the strength of the i-th player in his sensitivity and influence to win a coalition. This power 

depends on increasing the productivity of a coalition from the i-th player joining that coalition [55]. 

Fuzzy Shapley Value 

In this study, the desirability of each strategy is obtained through a fuzzy calculation for each strategy. Therefore, 

for each combination of strategies, four benefits 𝑈𝐼𝑃, 𝑈𝐼𝐶 , 𝑈𝐻𝑃, 𝑈𝐻𝐶  are determined for players IP, IC, HP, HC; 

Then, the degree of desirability of binary, triple and quadruple alliances is determined for each strategy 

combination.  

𝑈𝐼𝐶,𝐼𝑃(𝐻𝐶, 𝐻𝑃, 𝐼𝐶, 𝐼𝑃) = 𝑈𝐻𝐶(𝐻𝐶, 𝐻𝑃, 𝐼𝐶, 𝐼𝑃) + 𝑈𝐻𝑃(𝐻𝐶, 𝐻𝑃, 𝐼𝐶, 𝐼𝑃) Eq (7) 
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The value of the characteristic function 𝑉̃(𝐶) of the coalition 𝐶in the normal (two-dimensional) form, according 

to the view of Van Newman and Morgenstern, has the characteristics of a saddle point. The row's maximum-

minimum and the column's minimum-maximum coincide with each other at a saddle point because the members 

in the row try to maximize the minimum of their utility, and the non-members in the column try to minimize the 

maximum loss. Although the cooperators themselves may have a positive income anyway, a lower income for the 

cooperators can lead to a higher income for them [55] . 

In general, the characteristics of a point of a saddle point for a game in normal (and two-dimensional) form can 

be obtained from the solution of a 𝐿 − 𝑃(for the cooperators in the row) [55] . 

𝑉̃(𝐶)defined for a non-zero two-dimensional game (consisting of 𝑁players) provides𝑉(Ø) = 0 property, includes 

"beyond collectivity," and is calculated through Eq. 8. Accordingly, if 𝐶̃𝑖𝑗 represents the coalition's desirability 

from the j-th column and i-th row of the coalition matrix (coalition 𝐶). The i-th row represents a combination of 

coalition strategies, and the j-th column represents a combination of non-coalition strategies; thus, 𝑉̃(𝐶) is 

obtained from the following fuzzy𝐿 − 𝑃 solution [55] . 

𝑉̃(𝐶) = 𝑀𝐴𝑋: 𝑍                  

𝑍 ≤ ∑ 𝑝𝑖𝑖 . 𝐶̃𝑖,𝑗 → ∀𝑗

𝑠. 𝑡:
      ∑ 𝑝𝑖𝑖 = 1
      𝑝𝑖 ≥ 0, 𝑍: 𝑓𝑟𝑒𝑒

Eq (8) 

𝑃𝑖  specifies the probability of selection (from the combinations of strategies in the i-th row) for the allies. To 

obtain the characteristic function of different coalitions, linear programming (Eq. 4) is written based on the normal 

matrix of the coalition's utility𝐶, and the value𝑉̃(𝐶) of each coalition is also calculated by solving the model by 

Eq. 9-1, Eq. 9-2 and Eq. 9-3 is obtained. 

It assumes that 𝐶𝑖𝑗 = (𝐶𝑖𝑗1, 𝐶𝑖𝑗2, 𝐶𝑖𝑗3)is three deterministic linear programming models and is written as follows. 

Therefore, the value of 𝑉̃(𝐶) = 𝑉1(𝐶), 𝑉2(𝐶), 𝑉3(𝐶) is obtained [55] . 

 

(9-1) Eq   

𝑉1(𝐶) = 𝑀𝐴𝑋: 𝑍                       
𝑠. 𝑡:
      𝑍 ≤ ∑ 𝑝𝑖𝑖 . 𝐶𝑖𝑗1 → ∀𝑗

      𝑝𝑖 ≥ 0
      𝑍: 𝑓𝑟𝑒𝑒

 

(9-2) Eq             

𝑉2(𝐶) = 𝑀𝐴𝑋: 𝑍                        
𝑠. 𝑡:
      𝑍 ≤ ∑ 𝑝𝑖𝑖 . 𝐶𝑖𝑗2 → ∀𝑗

      𝑝𝑖 ≥ 0
      𝑍: 𝑓𝑟𝑒𝑒

 

(9-3)              Eq  

𝑉3(𝐶) = 𝑀𝐴𝑋: 𝑍                       
𝑠. 𝑡:
      𝑍 ≤ ∑ 𝑝𝑖𝑖 . 𝐶𝑖𝑗3 → ∀𝑗

      𝑝𝑖 ≥ 0
      𝑍: 𝑓𝑟𝑒𝑒

 

Finally, the value of the fuzzy Shapley value is calculated from Eq. 10 for each player, and the values of the fuzzy 

Shapley value are ranked [56] . 

𝑆̃𝑖
∗ = ∑

(𝑘−1)!(𝑁−𝑘)!

𝑁!{𝑖  ∈  𝐶
𝐶⊂𝑁 {𝑉̃(𝐶) − 𝑉̃(𝐶 − (𝑖))}        Eq  (10)   

In [56] , the fuzzy Shapley value has been calculated through credit theory with fuzzy receipts. In [57]  and [58] , 

the cooperation between the players is considered in a fuzzy form, and the Shapley value is calculated. 
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Examining the steps and methodology of the proposed framework 

In the first stage, the criteria of honesty, intimacy, communication, and privacy are the main criteria of the IHPC 

matrix. Then the analysis of the IHPC matrix is performed at the simulator level. Next, by considering and 

identifying the connections of these criteria, they are placed in a two-by-two matrix, and various possible strategies 

are deduced. 

In the second step, different combinations are obtained from implementing the strategies of each facet of the IHPC 

matrix. In the third step, each strategy’s fuzzy net present value is calculated according to the combination of the 

strategy being implemented. Each strategy requires certain activities to calculate trust, and each of these activities 

involves a cost, but over time, this is the Cost. According to the success rate of the strategy in the proposed method, 

the trust calculation process will be more accessible, and the costs will be reduced. In this time interval section, 

the simulation execution time for each strategy combination is considered. Comparing the obtained net present 

values in the degree of utility of different strategies is considered the ratio of the present net trust value to the 

initial trust amount. This is calculated by Eq. 11 [58] . 

𝑈 =
𝑁𝑃̃𝑉

𝐶𝑜
   Eq  (11)  

Also, there may be joint operations in the combination of strategy implementation, which reduce the cost of trust 

calculations of strategies. For example, by simultaneously implementing two or more strategies, the success rate 

of strategies increases. Hence, confidence values in implementing one strategy combination will be different from 

another. 

In the fourth step, the desirability matrix of the combination of strategies is obtained. 

In the fifth step, the specification function of each coalition is calculated with the Van Neumann-Mungstern 

approach to solving Eq. 9. 

In the sixth step, the fuzzy Shapley value of each player is obtained from Eq .10, and they are ranked by fuzzy 

ranking. 

In the seventh step, according to the Shapley value obtained for the players, which indicates the order of 

importance of the players in the strategy combination, the appropriate combination is selected for execution. 

In the final stage, if the strengths and weaknesses are identified with a new threat and opportunity, the process 

repeats itself and updates its proposed method to adapt to the new environmental situation; otherwise, the process 

ends. 

 

2. Levels of the Proposed Framework 

The proposed framework consists of four levels, as shown in the Fig. 4. The first level (goal) is choosing the best 

strategy. The second level includes trust factors (honesty, intimacy, communication, privacy). The third level of 

subfactors (H1, H2..., I1, I2..., p1, p2..., C1C2...). The fourth level includes four strategies (HC, HP, IC, IP). 

In the proposed framework, it is assumed that trust factors are in mutual opposition. There is also a relationship 

between the two factors of honesty and sincerity. 

Fig. 4. Structure of the proposed method. 

Objective: Choose the Best Strategy

Metrics: Factors of Trust 

Sub-Metrics: Sub-Factors of Trust

Alternatives: Strategies
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Flowchart of the Proposed Framework 

This section presents the case study and the steps of the proposed method, then shows its conceptual flowchart, 

as shown in the Fig 5. 

Fig. 5. Conceptual framework for combining trust-based strategy, Shapley value. 

Case Study and Examination of The Steps of The Proposed Method 

The proposed method consists of the following stages. In the first stage, the strategies that lead to trust in the SIoV 

is considered in the form of a two-by-two matrix (Fig. 6). The second stage shows the simulation platform as well 

as different combinations of strategies in each facet of the obtained matrix. Fig. 7 shows the various combinations 

of strategies obtained. Third level: Dependencies between IHPC matrix strategies are investigated. In the fourth 

stage, the utility matrix of strategy combination is obtained. In the fifth stage, the characteristic function of each 

coalition is obtained from Eq. 4 with the Van Neumann-Mungstern approach. According to the van Neumann-
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Mungstern L-P approach obtained from Eq. 4 for single, double and triple, and quadruple coalitions of players, 

the values of the characteristics of each coalition were obtained in a fuzzy manner. Table 2 shows the relationships 

between the strategies of the IHPC matrix, and then the fuzzy preferences of the players in each strategy 

combination are shown in Table 3. In Fig. 8, the cumulative column chart of the fuzzy preferences of the players 

in each strategy combination is also shown. In Table 4, the characteristic function values for each coalition are 

shown. For a better display in Fig. 9, box and line diagrams are also used to check the proximity of the fuzzy 

values of the characteristic function for each coalition. In Fig. 10, the cluster column chart compares the values 

in the categories of the characteristic function values for each coalition. 

 

 

Fig. 6. Trust Matrix. 

3. Findings and Results of the Proposed Framework 

According to the simulation, an IHPC matrix was obtained; Then, the network entities randomly determined the 

effect of one strategy on another strategy, and this effect was specified in the corresponding table with a star 

symbol. Finally, the table of dependence between the strategy of different aspects of the IHPC matrix was formed 

in Table 1. According to the strategy's existing dependencies, the entities' trust level was determined during the 

simulation period. Then, the estimated values of trust were converted into fuzzy triangular numbers. Their fuzzy 

net present value was obtained through Eq. 3. The ratio of net current value to initial trust values for each strategy 

in each strategy combination was obtained through Eq. 11. The desirability of each player was considered in the 

strategy combination in the structure of cooperative games. Table 2 shows the fuzzy benefits obtained for the 

players in each strategy combination. 

According to Van Neumann and Mungstern's approach and the solution of L-Ps obtained from Eq. 9 for single, 

double, triple, and quadruple coalitions of players, the characteristic function values for each coalition were 

obtained in a fuzzy manner. The specification function values for each coalition are listed in Table 3. 

By using the Eq. 10, the fuzzy value corresponding to each player is calculated, and the obtained fuzzy values are 

ranked. The combination of IC > HC > HP > IP in the ranking of calculated Shapley values is obtained for the 

players. This order shows the importance of the players and their sensitivity and influence in winning a coalition. 

Therefore, the decision to choose a strategy is made between the strongest and weakest players. 

 

Fig. 7. The overall structure of the trust matrix. 

Table 2 
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Coregulations between IHPC matrix strategies. 

HP HP HC HC IP IP IC IC  

        HP1 

        HP2 

        HC1 

        HC2 

        IP1 

        IP2 

        IC1 

        IC2 

Table 3 

Fuzzy desirability of players in each strategy combination (desirability matrix) 

 

Desirability matrix  

HC1, HP1, IC1, 

IP1 

(0.07,0.66,1.49) (-0.29,0.16,1.65) (-0.38, -0.12,0.69) (-0.11,0.37,1.15) 

HC1, HP1, IC1, 

IP2 

(0.24,0.74,1.68) (-0.29,0.04,1.31) (0.23,0.07,1.15) (0.14,0.28,0.93) 

HC1, HP1, IC2, 

IP1 

(0.23,0.45,1.81) (-0.18,0.19,1.16) (0.09,0.69,2.11) (-0.25,0.03,0.71) 

HC1, HP1, IC2, 

IP2 

(0.24,0.99,2.73) (-0.17,0.49,0.98) (-0.36,0.09,0.49) (0.21,0.49,1.36) 

HC1, HP2, IC1, 

IP1 

(-0.17,0.13,0.49) (0.12,0.66,1.73) (0.08,0.39,0.99) (0.06,0.41,0.79) 

HC1, HP2, IC1, 

IP2 

(0-12,0.38,0.58) (0.04,0.42,1.03) (-0.25,0.05,0.66) (-0.17,0.09,0.43) 

HC1, HP2, IC2, 

IP1 

(0-14,0.66,1.39) (-0.13,0.49,1.36) (-0.25,0.29,1.32) (0.09,0.49,1.15) 

HC1, HP2, IC2, 

IP2 

(-0.01,0.38,0.62) (0,14,0.49, 1.36) (-0.38, -0.01,1.32) (0.32,0.49,0.78) 

HC2, HP1, IC1, 

IP1 

(0.01,0.26,0.74) (-0.039, -0.01,0.99) (-0.25,0.12,0.49) (0.07, -0.62,0.99) 

HC2, HP1, IC1, 

IP2 

(0.07,0.48,0.89) (0.022, -0.01,0.59) (-0.28,0.03,0.69) (-0.02,0.57,0.66) 

HC2, HP1, IC2, 

IP1 

(-0.01,0.38,0. 48) (-0.01,0.38,0. 48) (-0.01,0.38,0. 48) (0.022, -0.03,0.57) 

HC2, HP2, IC1, 

IP1 

(0.01,0.38,0. 55) (-0.05,0.68,0. 33) (-0. 38, -0.09,1.32) (0. 22, 0.49,0.89) 

HC2, HP2, IC1, 

IP2 

(0.12, 0.35,0.66) (-0.01, 0.49,3.72) (-0.40, -0.12,1.82) (0. 12, 0.24,3. 97) 

HC2, HP2, IC2, 

IP1 

(-0.01, 0.24,0.82) (-0.01, 0.38,1.09) (-0.20, 0.10,0.66) (-0.34, 0.09,0.86) 

HC2, HP2, IC2, 

IP1 

(0.16, 0.49,0.99) (-0.13, 0.49,1.36) (-0.38, 0.99,1.32) (0.14, 0.49,0.99) 
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Fig. 8. Cumulative column diagram of players' fuzzy preferences in each strategy combination. Here is a 

cumulative column chart to compare the overall fuzzy values that are used in four columns A, B, C, and 

D. It shows the fuzzy changes of the values over time, based on the combination of strategies. 

Table 4 

Values of specification function for each coalition 

Coalition(c) Ṽ(c) 

HP (0.28,0.32,0.65) 

HC (-0.25, 0.12,1.07) 

IP (-0.30, 0.02,0.63) 

IC (-0.11,0.19,0.76) 

HP- IP (-0.19,0.54,1/96) 

HP-HC (0.09,0.59,2.11) 

HP- IC (-0.19,0.54,1.96) 

HC-IP (0.9,0.1, 0.63 -)  

HC-HP (0.24,0.66,2.03) 

HC-IC (-0.10,1.3,4.88) 

IP- HP (-0.01,0.8,2.11) 

IP-HC (0.36,0.52,2.68) 

IP-IC (-0.12, 0.65,2.53) 

HP-HC- IP (-0.10,1.38.4.88) 

HP-HC- IC (0.12,1.19,5.71) 

HC-IP- IC (0.02,1.62,3.83) 

HC-HP- IC- IP (-0.06,1.62,6.36) 
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Fig. 9. Here, box and line plots are used to examine the proximity of the fuzzy values of the characteristic 

function for each coalition. The reason to use this chart is because of its high readability and ease of use, 

since it can summarize data from multiple sources and display the results in one chart. Box and line 

charts enable data comparison from different categories for more accessible and effective decision-

making. 

 

 

Fig. 10. A cluster column chart is used to compare the values in the categories of values of the 

characteristic function for each coalition. The reason for using this diagram is that the order of the 

specification function value categories is not essential for each coalition, but the comparison of the fuzzy 

values of the specification function is necessary for each coalition. 

In the sixth step, using the Eq. 10, the fuzzy value for each player is calculated. The obtained fuzzy values are 

ranked, and the combination of IC > HC > HP > IP in the ranking of calculated Shapley values is obtained for the 

players. This order indicates the order of importance of players in their sensitivity and influence to win a coalition 

is shown in Table 5. Therefore, the decision to choose a strategy is made between the strongest and weakest 

players. In Fig. 11, the cumulative column chart shows the fuzzy Shapley value of the players with respect to the 

selected players. It indicates the order of importance of the players in their sensitivity and influence to win a 

coalition. And finally, in Fig. 12 is a cluster column chart to compare the players' fuzzy Shapley value values for 

the selected players. It shows the importance of the players in their sensitivity and influence to win a coalition. 

The reason for using this chart is that the order of players and the value of fuzzy Shapley is essential, and it shows 

the decision process for choosing a strategy from the strongest player to the weakest player. 
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Fig. 11. A stacked column chart showing the players' fuzzy Shapley value with respect to the selected 

players and showing the order of players' importance in their sensitivity and influence in winning a 

coalition. 

Table 5 

Player's fuzzy shapley values 

Player Fuzzy Shapley Value 

HP (0.22,0.51,1.57) 

HC (-0.09,0.40,2.11) 

IP (-0.21,0.34,1.18) 

IC (0.01,0.37,1.50) 

 

 

Fig. 12. Clustered column chart to compare the fuzzy Shapley value values of the players with respect to 

the selected players. It shows the order of importance of the players in their sensitivity and influence in 

winning a coalition. The reason for using this chart is that the order of players and the fuzzy Shapley 

values are essential, and it shows the decision process for choosing a strategy from the strongest player to 

the weakest player. 

In the seventh step, according to the Shapley value obtained for the players, which indicates the order of 

importance of the players in using the strategy combination, the appropriate combination is selected for execution. 

In the final stage, if other trust factors are identified, the process is repeated again; otherwise, the process ends. 
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4. Simulation Environment 

This section describes the simulation platforms used in the evaluations performed on the proposed method. After 

that, we will give the simulation results of the proposed plan. The simulation platform is created from a 

combination of OMNet++, SUMO, and Veins. The OMNet++ tool is used as a network simulator, and the Sumo 

tool as a traffic simulator. These two tools communicate with each other by means of Veins. In the following, we 

will describe each of these simulators separately. 

Metrics Table 

SUMO 

SUMO is one of the most well-known simulated platforms that has been developed as open source. There is no 

limit to its use and development. SUMO simulates the structure of a traffic network, including streets and their 

characteristics. It also specifies the type of vehicles, routes, and other traffic characteristics. Each traffic network 

is considered a series of two-dimensional points connected by an oriented edge. It is necessary to consider that 

the traffic flow network is assumed to be flat and two-dimensional, and its three-dimensional state is also mapped 

to the two-dimensional model with simple techniques. Creating this traffic network is possible in two ways. The 

first method is to search for a desired location map on the OpenStreetMap site and extract the map in osm format 

with the desired magnification. After that, we create the necessary files for OMNET++ with the commands 

available in Sumo. In the second method, the map is created manually. The desired files must also be created 

manually. In Sumo, automobiles have various parameters, such as the length of the vehicle, acceleration, brake, 

and maximum speed. In addition, it requires a parameter called sigma, which introduces some random behaviors 

and is based on vehicle type and case. Setting this parameter to 0.0 presents a deterministic vehicle (no random 

behaviors). After determining the characteristics of each vehicle, we define a path that includes two edges. The 

reason for using two edges is that the vehicle's position is determined based on its front position. Ultimately, we 

write the vehicle description and save the file with the extension rou.xml. In the next phase, we link all the files 

we created and store them all in Sumo.cfg configuration file. 

OMNET++ 

This tool is free and only available for academic and scientific work. It is used to simulate network events and is 

based on discrete event architecture and piece modules. This functionality makes the network design, 

troubleshooting, and rebuilding processes incredibly simple. This simulator is used in various applications such 

as network traffic modeling, protocol modeling, queuing network modeling, and evaluation of how to implement 

complex software systems [60]. 

VEINS 

For continuous communication between the traffic simulator, i.e., Sumo, and the network simulator, i.e., 

OMNET++, the Veins tool is used. In fact, the proper combination of communication and motion models during 

the simulation's execution reduces the simulation's complexity. Veins enables a two-way compound simulation. 

The two-way combination allows the network simulation to directly control the road traffic simulation, thereby 

simulating the impact of the vehicular case network communications on the road traffic. Traffic simulation 

provides the necessary information for the network simulator. In [61], he described the need for a two-way 

combination of accurate motion models and simulation tools to evaluate automotive case network protocols. An 

evaluation and history of motion models used in the simulation of automotive ad hoc network protocols are 

presented in [62]. This paper introduces four types of motion models: 1) random node motion, 2) real-world 

motion tracking, 3) intelligent motion tracking 4) two-way hybrid simulation. In addition, Veins includes the 

802.11P physical and MAC layers, through which it handles periodic WAVE messages and multi-channel 

processing and switching between channels. Veins is basically based on the Maxim model, and it calculates the 

interference values and the signal-to-noise ratio. Maxim is a modeling framework based on OMNET++ for 

wireless and mobile networks. Fig. 13 shows the relationship between these three tools [63]. In Fig. 14, you can 

see the map used in the simulated scenario, and in Fig. 15, an enlarged part of the map used in the simulation is 

displayed. 
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Fig. 13. The substrate used in the simulation [62]. 

 

Fig. 14. Used scenario created in Veins. 

 

Fig. 15. Enlargement of a part of the map used in the simulation. 

 

5. Conclusion 

This research sought to provide a reliable framework consistent with fuzzy logic and game theory. The proposed 

method consisted of four levels, the first level (goal), which is the choice of the best strategy, and the second level 

is trust factors (honesty, intimacy, communication, privacy). The third level of sub-factors is H1, H2..., I1, I2..., 

p1, p2..., C1C2... and the fourth level is the four strategies (HC, HP, IC, IP). In the proposed method, it is assumed 

that trust factors are in mutual opposition. There is also a relationship between the two factors of honesty and 

sincerity. Considering the conditions and theory of cooperative games, the Shapley fuzzy value of each player, 

which is the coalition power of each facet in strategic cooperation between faces, is determined. The best strategy 

is chosen by determining the importance of each aspect based on the ability of the players in the coalition. 
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